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CYBERCRIME TRAINING COURSE 15™— 17" December 2010,

Milele Beach, Mombasa.
The role and importance of Information & Communications Technology is ever increasing as

more organizations leverage the benefits of computerization. The evolution of the mobile phone

has led to an intensely networked global society.

While these developments have opened great opportunities for business efficiency, numerous
doors of negative opportunity have opened, both localized and wide area engagements on
which criminal activity is thriving. The effects are far-reaching with the potential for large losses

on organizations.

This course is designed to enhance the Information Systems Security Management
Environment in organizations by equipping staff at all levels with knowledge and skills that
adequately address both theoretical and practical issues affecting Internet and Networking

Security.

WHY LEARN CYBER CRIME
a) Almost everybody is using computers, from white collar criminals to terrorists’

organizations, from teenagers to adults.

b) Conventional crimes like forgery, extortion, kidnapping etc. are being committed with the
help of computers.

c) The new generation is growing up with computers.

d) MOST IMPORTANT- Monetary transactions are moving on to the INTERNET.

e) All organizational confidential information is handled via computers.

f) Litigation and mitigation are moving to digital state.
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TARGET GROUPS
* Managing Directors, Partners, Trustees

» Board Members

* Auditors

» Finance Department

*  Procurement department

* Administration

» Information Security / Computer Security Staff
* Departments Heads

* HR Department.

* Incident Response Team

» Operations Staff

* Analysis and Production Staff

« And any body using computers for day to day running of business processes.

Course Contents (3 Day Training) 15" to 17" December
a) Introduction to Computer Forensics

Introduction to Cyber Crime

)

c) Categories of Cyber Crime
) Profiles of Cyber Criminals
)

Victims of Cyber Crime

f) Types of Cyber Crime and Countermeasures

. Internet Fraud » Cyber Terrorism

. Cyber stalking » Pornography

. Hacking * Spoofing

. Cyber Defamation » IRC Crime

. Denial of Service * Identity Theft

. Salami Attack « Nigerian 4-1-9 Scam
. Viruses e Phishing

. Worms and Trojans « Cyber Crime Motivations
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. Credit Card Fraud * Laws related to Digital Information & the Computer Activating
. Software Piracy

COSTS
The three day course comes with a Christmas offer of KES 65,000 PER HEAD, VAT

INCLUSIVE.

PLACE OF TRAINING
The training will be at Mombasa Milele Beach Hotel. This is a very serene environment and

especially with course organized with short breaks and ending at 4 p.m. This will give

participants ample time and flexibility get to their accommodation venues in time.

MODE OF TRAINING: This is an instructor led very exciting course with our very skilled local
and international instructors. The participants will be provided with the following:
1) DVD KIT containing the study materials and some free data recovery utilities.
2) A spiral bound study materials
3) A biro
)

4) Writing pads

TEA BREAK
The participants will be served with tea and snacks two times in between the lesson. Lunch is

also served (buffet).

ACCOMODATION
Accommodation can be arranged for with prior request and payment of KES 22,500 for the three

days. This includes breakfast, supper and travel expenses.

NOMINATION
Kindly nominate a number of the staff and send the details to us either with a cheque of the 50%

for booking or the whole amount. The remaining amount is supposed to be cleared three days to

the training.
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Deadline for Registration is 7" December 2010.
Name of Organization | Nominees | Tuition Cost | Accommodation Total Advance
(Optional) Cost
1.
2.
3.

Note: Any cancellation done before two weeks to the training is subject to a 50% penalty and a

No refund to any cancellation done one week prior to training.

ACCOUNT DETAILS:

Kenya Institute of Data and Forensic Systems
ACC # 0300291115015

Equity Bank, Moi Avenue branch

For more information and any clarification, please do not hastate to contact the following

Yours faithfully

Carol Gichanga,
Training Manager
Tel: 020 2211585/6; Cell: 0726538529

Email:training@kidfs.co.ke or carol_gichanga@kidfs.co.ke
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